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Scientific test or techniques involved with the
detection of crime.
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NOT JUST COMPUTERS
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ATMS

Phones

Smart Watches
pOS

Cameras

Smart Lights
Smart Washers
Smart Thermostats
Smart Locks
Smart Home Devices
Smart Cars

Anything That Can Be Connected to the Internet

McKinsey estima
that the IoT ha:
total potential
economic impact of By 2020, it is
3.9% trillion to estimated that
there will be
50 billion
devices connected to
each other (World

| Exononic Forum)
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a year by 2025.

quintillion
bytes of data is
created everyday by
connected devices

The Digital Landscape of the Future:

u
A connected value chain of connecte

devices include




Computer as a tool.

Evidence is on computer or
computer was used in criminal
activity.

Ex. Child Pornography, criminating
emails etc.

Computer as a target.

Computer was used to target other
computer or network based crime.

Ex. Ransomware, Hacking etc.
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Used Craigslist to find victims acting as a
customer

FBI traced the emails exchanged between
the victims to the killer and found his IP
address

Subpoenaed Facebook for his account
information and got trailed him to get
fingerprints that would place him at the crime
Interrogation

Computer as tool crime

craigslist SF bay area

community housing

personals

(.



Took over 30 years to solve

From 1974 and 1991, Tortured and
killed over 10 people and left notes to
taunt the police
Jan 2005, Sent a floppy disk with pictures
and videos of his killings and a microsoft
doc
Scoured the metadata contained within
the disk to find 2 things:

o  Achurch (Christ Lutheran

Church)

o  Afirst name (Dennis)
Feb 2005, arrested after matching
fingerprints from his car
Computer as a tool crime




Stole 4.5 Billion from Bitfinex in 2011,
was unsolved for 11 years

May 3, 2020, some of the BTC was
transferred and sold in a crypto exchange
that sells prepaid cards

$500 gift card for Walmart was sent to a
Russian-registered email and redeemed
through Walmart’s phone app.

Online orders were under Ms. Morgan’s
name, using one of her emails, and the
couple’s apartment address

Computer as a tool and a target crime




Browser Forensics (Try on Your Own Time!

[§, sQLite Browser

li SQLite Database Browser

SQLite Database File: | C:\Usersikkoma\AppDataiLocal\Google\Chrome\User Data\Default\History

Table List Table Contents
clusters i itle:
clusters_and_visits "
content_annotations Serebi...
context_annotations - YouTube 2022:0301.1
downloads 3 myBluep... 0
downloads_reroute_inf 2 - . 2021-04-01,17:...
downloads_slices 2022-02-26,17:
downloads_url_chains | 4
keyword_search_terms| https:#/idpz.ul i 2022-02-28,1
meta https: /¢monk.. 2022-02-25,1
segment_usage hittps:/fww 2022-02-24,
segments hittps:/ Awr... 2022-02-24,11:

sqlite_sequence https: #/twitter.... 2022-02-10,1
typed_uil_sync_metad, [RTE TR - PN

visit_source Search Table | Clear Search 1to 100 of 11482

visits

type...

Table Information

Type
INTEGER
LONGVARCHAR

| AMRUADFUAD

Add DB to Case




1. Evidence

: TamPerin

No action taken by law enforcemen
agencies or agents should change data
held on a computer or storage media
which may subsequently be relied upon
in court.

If necessary to access original data
held on storage or device, person
must be qualified to do so and able to
give evidence explaining the
relevance and implications their
actions.

ACPO 4 Princinles

[}

An audit trail or record of all processes
applied to electronic evidence should be
created and preserved. An independent
3rd party should be able to examine
those processes and achieve the same
result.

The person in charge of the
investigation (case officer) has overall
responsibility for ensuring that the law
and these principles are adhered to.



The Digital Forensics Process

Crime Scene & First Response, Search and Seizure
Acquisition & Imaging, Live vs Dead Imaging, Hash Analysis

Timestamps, File Metadata, Windows Registry

Chain of Custody, Final Reports & Expert Witness




The Digital Forensics Process

Identification Crime Scene & First Response, Search and Seizure
Acquisition & Imaging, Live vs Dead Imaging, Hash Analysis

Timestamps, File Metadata, Windows Registry

Chain of Custody, Final Reports & Expert Witness




Safety

Removal of people & devices
Document (or photograph) the scene
Course of Action

Seize or Image

Disconnect from Network

Search Scene for evidence




Labels and Stickers
Cable Ties

Anti-Static Gear
Adapters and cables
(different sizes)

A write blocker

Gloves

Screwdriver

Flashlight

External Storage

Chain of custody doc
Digital camera
Recording tools (notebook,
pen, digital and recorder)

Brown Paper evidence bag
Manila Folders

Evidence Tags

Scissors

Evidence/ packaging tape
Imaging Devices

Dongles

Triaging programs




From Section 8 of the
Charter of Rights:

“Everyone has the right

to be secure against
unreasonable search or
seizure.”

Search Laws in Canada



From Section 8 of the
Charter of Rights:

“Everyone has the right

to be secure against
unreasonable search or
seizure.”

Search Laws in Canada



Traditional vs Digital crime scene
Don’t change the status of the device
o  Which status is preferred? Live or Dead
Don’t operate it
Take pictures

Faraday Bag

r | _—— | L/ |} |/ _—— A
CROSS DO NOT CROSS DO NOTCROSS DO NOTCROSS DO NOTCR

] ) 4
CROSS DO NOT CROSS DO NOTCROSS DO NOTCROSS DO NOTCR
_—— A A A A A A A |



The Digital Forensics Process

Crime Scene & First Response, Search and Seizure
SUEIURERS T DR Lo LRI Acquisition & Imaging, Live vs Dead Imaging, Hash Analysis

Timestamps, File Metadata, Windows Registry

Chain of Custody, Final Reports & Expert Witness




ACQUISITION &
PRESERVATION

Hashing
Data is cloned and copied from To verify any changes in evidence
original electronic source. or content.

Powered On vs Powered
Off: Which one is better?



| ivva Quetam ve Naad Quectam

Approach Computer

Is
Computer Turn OFF
Turn on computer

Remove Hard Disk from Computer

Attach Hard Disk to Forensic
Duplicator to make Bit by Bit copy

Fig.2 Dead Forensic Image Acquisition [1]




| ivva Quetam ve Naad Quectam

MAKE BIT BY BIT
COPY USING
FORENSIC TOOLS

Fig 1. Live Forensic Image Acquisition




Used at any state of the digital forensics process to:
e \Verify clone is exact replica of original device or
evidence.
e Verify proper piece of evidence has been handed off.
Integrity check throughout process.

Hash Values:
e Hash of original
e Hash of copy

How Hashing Algorithms Work

Plain text string Hashing algorithm Hashed text

okta




Computer Science Major
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Used at any state of the digital forensics process to:

e Verify clone is exact replica of original device or evidence.

e Verify proper piece of evidence has been handed off.
e Integrity check throughout process.

Hash Values:
e Hash of original
e Hash of copy

Even smallest changes in content make differences in
hash value.

Included in documentation and vital for getting evidence
presented and used in court.

How Hashing Algorithms Work

Plain text string Hashing algorithm Hashed text

okta




The Digital Forensics Process

Crime Scene & First Response, Search and Seizure
Acquisition & Imaging, Live vs Dead Imaging, Hash Analysis

Analysis Timestamps, File Metadata, Windows Registry

Chain of Custody, Final Reports & Expert Witness




Identifying and examining vital evidence from acquired data and drawing conclusions to be
presented in court.

Somethings to look at: q
e Time Stamps

o MAC (]
o Digital footprint
@)
@)

To put user behind keyboard linking other activity to timeframe
To pinpoint attacker by location and time of attack.

o File Metadata
e \Windows Artifacts



Tima Qtamne

EVIDENCE copy.docx
EVIDENCE.docx
Forensic Report.docx
Form1 copy.docx
Form1.docx

[ test1

[ test2

This is a test.docx

e
| Untitled — -bash — 75x7

Lees-MacBook-Pro:Untitled leewhitfield$ stat EVIDENCE
16777222 214 —rw-——-——--1 leewhitfield staff @ 48078

> 960 EVIDENCE copy docx
» Lees-MacBook-Pro:Untitled leewhitfields

EVIDENCE copy.docx

Microsoft Word document (.docx) - 48 KB
Created Wednesday, October 12, 2016 at 15'18
Modified Wednesda
Last opened
Add Tags...

| Untitied > EVIDENCE copy.docx




The Digital Forensics Process

Crime Scene, First Response, Search and Seizure

Acquisition & Imaging, Live vs Dead Imaging, Hash Analysis

Timestamps, File Metadata, Windows Registry

Documentation & Reporting Chain of Custody, Final Reports & Expert Witness
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ELEMENTS OF A
DIGITAL FORENSIC

REPORT

EXECUTIVE SUMMARY

Language: Non-technical

Purpose: High-level description of analysis findings
in easily understood, non-technical language.

FINDINGS

Language: Technical

Purpose: Technical details of analysis to clearly
describe the repeatable and defensible process.
Include diagrams, charts, pictures.

APPENDED REPORTS

Language: Technical

Purpose: Further support the analysis of relevant
information through presentation of highly detailed
technical information, including evidence that can
produce a tremendous amount of data such as email
or chat message analysis.

CONCLUSION

Language: Non-technical

Purpose: Provide subjective analysis and expert
opinions. Wrap up the analysis in a direct and
concise manner.

S DriveSavers = eDiscovery = Digital Forensics
’ 800.440.1904 = DriveSavers.com
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Watched wallet spread out Went through

btc in other wallets emails and
confirmed users
A

} } |
Identification Search and Documentation and
Unknown/Online Seizure Reporting

Subpoenaed Ongoing + Trial
Evidence Collection ISP

and preservation
Preservation is
insured due to nature
of blockchain



Techniques used to hinder digital forensic investigations. le. compromise
analyst’s reports, delete evidence, obstruct log records of attacker’
activities.

Compress/hide executable files
from detection

Hidden digital content within
non-secret digital content

S~

Drive Wiping
Change timestamps to escape investigation,
hiding attacker’s location and time of attack.







STEGANOGRAPHY DEMO



Cloud service models

Gmail, Trello, Slack,
Acumbamail, Office 365

Flynn, Cloud Foundry
Heroku, OpenShift

Stackscale, AWS,
VMware, Azure

End users

Software
developers

Network architects
IT administrators

< Stackscale

Future of Forensics
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Future of Forensics



We talked about a lot today! Here are some of the most important parts:

e Digital Forensics is the investigative techniques and process for digital evidence.

e Digital Evidence != Just PC/Laptop Evidence

e Computer Facilitated (= computer as a tool) vs Computer Based (= computer as a target)

e 4 ACPO Principles among the most followed best practice for electronic evidence handling

e The digital forensic process includes Identification of evidence on the crime scene, search & seizure,
Evidence Collection via Acquisition & Preservation & uses live/dead system imaging & hash analysis’,
Analysis of acquired data, Documentation & Reporting.

e Steganography is well known anti-forensic tool used to hide digital content in other forms of digital conten

F?
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http://bit.ly/2Tynxth
http://bit.ly/2TyoMsr
http://bit.ly/2TtBDfr
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